


OUR RESPONSIBILITY IN THE WORKPLACE

Data protection

BACKGROUND

There are special statutory rules to protect privacy
when dealing with personal data. As a general rule,
collecting, storing, processing and other use of
personal data require the consent of the person
concerned, a contractual arrangement or some
other legal basis.

CORPORATE PRINCIPLE

We protect the personal data of employees, for-
mer employees, customers, suppliers and other
affected parties.

We collect, gather, process, use and store personal
data strictly in accordance with legal provisions.
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MY CONTRIBUTION

I ensure that personal data is collected, stored,
processed or used in any other way only with the
consent of the person concerned, under a con-
tractual arrangement or on some other legal basis.

All data processing components must be secured
in such a manner that the confidentiality, integ-
rity, availability, verifiability and reliability of such
sensitive data is guaranteed, and that unautho-
rized internal or external access is prevented.

When in doubt, I contact my superior or the
appropriate Data Protection Office.

EXAMPLE

- You have organized a seminar for the

Sy Volkswagen Group with external partici-
pants and receive personal data from the
participants for it. A colleague asks you to pass

the addresses on.

Do not pass this data on without consulting one
of the contacts mentioned above. As a general
rule, data may be used only for the purpose for
which it was communicated.
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OUR RESPONSIBILITY IN THE WORKPLACE

Security and protection
of information, know-how
and intellectual property

BACKGROUND

The Volkswagen Group holds internationally
protected patents and also has extensive trade
and business secrets in addition to technical
know-how. This knowledge is the basis of our
business success. Unauthorized transmission
of such knowledge may lead to extremely high
losses for the Company and to consequences
under labor, civil and criminal law for the em-
ployee concerned.

CORPORATE PRINCIPLE

We are aware of the value of Company know-how
and take great care to protect it. We respect the
intellectual property of competitors, business
partners and other third parties.

MY CONTRIBUTION

I handle all Volkswagen Group information care-
fully and do not disclose it to unauthorized per-
sons. I take particular care with regard to informa-
tion relating to technical know-how, patents, and
trade and business secrets.

EXAMPLE

 You are involved in the development of an

!‘_ innovative technology. You are to present
your development at various Company sites and
want to take your laptop, on which the relevant
documents are saved, with you for presentation
purposes. You intend to go over these documents
again on the plane or the train on the way to the
individual sites.

Ensure that no one obtains knowledge of sensitive
information belonging to the Volkswagen Group,
as this could lead to serious competitive disadvan-
tages. Do not retrieve this type of information in
places where third parties can access it or take note

of it.
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OUR RESPONSIBILITY IN THE WORKPLACE

IT security

BACKGROUND

Information technology (IT) and electronic data
processing (EDP) have become an integral part
of everyday life at the Volkswagen Group. At the
same time, they involve numerous risks, fore-
most of which are impairment of data processing
as a result of malware (viruses), loss of data due
to program errors, and data misuse (e.g. due to
hackers).

CORPORATE PRINCIPLE

We respect IT and EDP security and abide by the
applicable regulations.
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MY CONTRIBUTION

I familiarize myself with the applicable IT security
regulations and observe the rules contained therein.
[ am aware that unencrypted data exchange (e.g.
by e-mail or USB stick) is not a secure means of
communication.

EXAMPLE
- You are out of the office and are given a USB
!\_ stick in order to exchange a document at a
meeting.

Use only Volkswagen data carriers or data exchange
systems and proceed according to the guidelines for
information classification. Arrange for the docu-
ment to be e-mailed to you, for example. Never open
e-mails or attachments that appear to be suspicious
or that come from unknown e-mail addresses. That
is how you prevent malware from entering the
Company network.



OUR RESPONSIBILITY IN THE WORKPLACE

515!



IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

|= ENNEEEEER




Handling

OUR RESPONSIBILITY IN THE WORKPLACE

Company assets

BACKGROUND

The Volkswagen Group’s tangible and intangible
assets serve to help our employees achieve the
Company’s business objectives and may be used
only for business purposes.

CORPORATE PRINCIPLE

We respect the Company’s tangible and intan-
gible assets and do not use them for non-busi-
ness purposes.

MY CONTRIBUTION
Iadhere to the Company’s rules and exercise care
when handling Company assets.

EXAMPLE
. Your soccer club is planning a weekend
S trip. The trainer asks whether you, as a
Volkswagen employee, can “organize” a vehicle

from the Company fleet.

Company vehicles can generally be rented by employ-
ees at market conditions. You cannot be given a
vehicle free of charge for private use, nor can such a
vehicle be made available to third parties.
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6
Support

If needed, internal and external points of
contact provide support in dealing with the

Code of Conduct. Furthermore, voluntary com-
mitments and principles are applicable. You'll find
an overview on the internet at

http://www.volkswagenag.com/en/sustainability/policy.ntml

59



SUPPORT

Employee representation

We recognize the basic right of all employees
to establish trade unions and employee
representations.

We are committed to working with employee
representatives in candor and trust, to
conducting a constructive and cooperative
dialogue, and to striving for a fair balance

of interests.

Professional dealings with employee representatives that do not allow either privilege or
discrimination are part of our corporate culture. Safeguarding the future of Volkswagen
and its employees is achieved in a spirit of cooperative conflict management and social
commitment, on the basis and with the goal of ensuring economic and technological
competitiveness. Economic viability and jobs are equal and shared goals.
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SUPPORT

Help / Contacts /
Whistleblower System

The Volkswagen Group Code of Conduct brings
together the Group’s core ethical values and its
expectations with regard to compliant behavior
on the part of employees. Together, we protect
our company by speaking up when something is
not right. If we have any questions or are not sure
about something, or if we suspect violations
against internal or external regulations, we talk
to our superior and seek advice from the compe-
tent bodies. The HR department and employee
representatives are there to provide support. In
addition, we can mail our questions to the com-
pany’s Compliance Officer or the Compliance
consultation at any time:

E-mail: compliance@volkswagen.de

In addition, we can report hints regarding Regulatory Violations via the Volkswagen Group
Whistleblower System, for example if for any reason we do not want to address our supervisor.
We also have the opportunity to report hints anonymously. We are aware that the Volkswagen
Group Whistleblower System has responsibility for investigation especially of hints regarding
Serious Regulatory Violations.
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SUPPORT

A Serious Regulatory Violation is a significant
violation of our core ethical values as set out
in the Code of Conduct. Equally, violations of
statutory laws or regulations that may signifi-
cantly affect the reputation or other interests
of the company also constitute Serious
Regulatory Violations.

Members of management act as role models,
follow up misconduct and advocate correct
ethical conduct. In the event of Reasonable
Suspicion of a Serious Regulatory Violation,
they are obliged to report their suspicion
immediately. Failure to report constitutes a
Serious Regulatory Violation and will be
disciplined accordingly.

The purpose of the Whistleblower System is to
protect our company, whistleblowers as well
as all persons who contribute to the investiga-
tion and the termination of misconduct and
Regulatory Violations. Their retaliation consti-
tutes a Serious Regulatory Violation.

At the same time the Whistleblower System
preserves the interests of Persons Implicated.
For them, the presumption of innocence
applies as long as a violation is not proven. The
system is founded on uniform processes and
the confidential, professional processing of
hints. Consequently, an investigation will only
be initiated if there is Reasonable Suspicion of
a Serious Regulatory Violation. Any deliberate
use of the Whistleblower System will not be
tolerated and will be disciplined accordingly.
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SUPPORT

We can access the Whistleblower System through the following channels:

CONTACT DETAILS FOR THE INVESTIGATION OFFICE

Postal address Investigation Office, Box 1717, 38436 Wolfsburg Germany
24/7 hotline +800 444 46300 or +49 5361 946300
E-mail io@volkswagen.de

Online reporting channel
(this channel can also be used https://www.bkms-system.com/vw
to make anonymous reports)

In addition, experienced external lawyers act for us as neutral mediators (ombudspersons). As
legal counsel, they are tasked with receiving Hints about possible infringements of laws, internal
rules or other conduct damaging to the Volkswagen Group. If necessary, and if the identity of the
whistleblower is known, they make direct contact with the whistleblower should they require
feedback. Once the preparations are complete, the ombudspersons forward all information
agreed with the whistleblower —anonymously if the whistleblower so wishes —to our Whis-
tleblower System for further processing.

CONTACT DETAILS FOR THE OMBUDSPERSONS

Internet http://www.ombudsmen-of-volkswagen.com/

Further information on the Volkswagen Group Whistleblower System and the ombudspersons is
available on the internet at https://www.volkswagenag.com/hint
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SUPPORT

Self-test for
decision guidance

If at any time I am unsure whether my behavior complies with the principles set out in our
Code of Conduct, | should ask myself the following questions:

. Did I take all relevant matters into consideration and

weigh them properly? (content test)

. Am I confident that my decision is within the
constraints of legal and company requirements?
(legality test)

. DoIstand by my decision when it is revealed?
(supervisor test)

. AmIin favor of all such cases being decided the same
way company-wide? (universality test)

. Do Istill think my decision is right when my company
has to justify it in public? (public test)

. Would I accept my own decision if I were affected?
(involvement test)

. What would my family say about my decision?
(second opinion)

If my answer to questions 1-6 is “yes” and the answer to question 7 is positive, my behavior is
very likely to be compliant with our principles. If questions remain unanswered or if | have any
doubts, I should get in touch with any of the points of contact listed in this chapter.
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